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Abstract We propose a quantum mechanical algorithm for solving quadratic residue equa-
tion z2 = b (mod M) based on Grover quantum search. The quantum algorithm will take
O(

√
M) steps for finding the solutions to the equation by exploiting the properties of quan-

tum superposition and interference effect, while classical algorithm to the same problem
will take O(M) steps. The success probability of the algorithm approaches to unity and the
cost of the algorithm mainly depends on the calculations of quadratic residue modulo M and
the number of iterations. Furthermore, we show that the algorithm can be used to solve the
prime factorization problem, and the computing complexity is O(

√
N).
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Over the past few years, quantum computers based on fundamental quantum mechanical
superposition principle have attracted a great deal of attention because it can provide ex-
ponential or quadratic speed-up for certain computational tasks which are not feasible on a
classical computer, such as factoring problem [1], search problem [2–4], counting solution
problem [5], phase estimation problem [6], hidden subgroup problem [7, 8], and so on. The
existence of quantum algorithms shows that quantum computers can in principle outperform
classical computers in many aspects. In early 1994 Shor [1] proposed a quantum mechanical
algorithm showing that factorization problem and discrete logarithm problem which were
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and still are widely believed to have no efficient solution on a classical computer could be
solved efficiently on a quantum computer. However, Shor’s algorithm had two shortcom-
ings, that is, the order r must be even and the output might be a trivial factor. After the
pioneering work of Shor, Grover [2–4] proposed another quantum mechanical algorithm for
finding an unique marked element from an unordered database of size N by using O(

√
N)

calls to the oracle. In contrast, the best classical algorithm requires O(N/2) calls on aver-
age, and O(N) calls in the worst case. The Grover quantum search could achieve this task
quadratically faster than any classical algorithm, and more importantly, it did not depend for
the impact on the unproven difficulty of the factorization problem. The power of quantum
computation is based on the fact that the quantum state of a quantum computer can be a su-
perposition of basis states and we can perform the unitary operations on multiple quantum
states simultaneously.

The quadratic residue problem, which is thought to be a very difficult question in number
theory, is the basis of modern cryptosystems and plays an important role. In 1979, Rabin [9]
first designed a secure cryptosystem based on quadratic residue problem, called Rabin cryp-
togram. Rabin cryptogram was a special case of Rivest-Shamir-Adleman (RSA) cryptosys-
tem [10] and had several characters comparing with RSA cryptosystem. Subsequently, Harn
and Kiesler [11] proposed an improved Rabin public key cryptosystem and digital signa-
ture protocol, called H-K public key cryptosystem and H-K digital signature protocol, re-
spectively. Nyang and Song [12] designed a fast digital signature protocol, i.e., N-S digital
signature protocol. The security of N-S protocol was ensured by the difficulty of solving
quadratic residue problem efficiently. In this paper, we propose a quantum mechanical al-
gorithm for solving the quadratic residue equation z2 = b (mod M) (here M is very large),
which is considered to be as hard as factorization problem and has no efficient polynomial
time algorithms for this problem on a classical computer. The proposed quantum algorithm
is not a polynomial time algorithm, only a quadratic speed-up algorithm. Furthermore, we
apply the method to factorize a large number N that is the product of two odd prime numbers
p and q , and the computing complexity is O(

√
N ). The implementation of the algorithm

would be an important evidence that quantum computer algorithm is more powerful than
classical algorithm, serving to illustrate the strong power of quantum computer.

Let gcd(b,M) = 1, M > 0. b is a quadratic residue modulo N if the quadratic equation
z2 = b (mod M) has a solution. Otherwise, b is a quadratic non-residue modulo N . Here
gcd(x, y) is the largest common divisor of x and y, that is, the largest integer that divides
both x and y.

Theorem 1 Suppose both c and d are odd prime numbers, and M = c · d . Let b ∈ Z∗
M ,

Z∗
M denotes reduced set of residues modulo M . If b is a quadratic residue modulo M , then

the equation z2 = b (mod M) has two sets of solutions in Z∗
M , that is, {z1,M − z1} and

{z2,M − z2}, and any two solutions of the two sets are not equal.

In Theorem 1, it can be easily proved that if we let zi < M − zi (i = 1,2), then zi ≤
M−1

2 < M − zi . Therefore, in the range 0 < z ≤ M−1
2 , there are two solutions z1 and z2 to

the equation z2 = b (mod M). And the other two solutions M − z1 and M − z2 are in the
range M−1

2 ≤ z < M . We now give a quantum algorithm for finding the solutions z1 and z2

to the quadratic residue equation z2 = b (mod M). Here we have assumed that the quadratic
residue equation has solutions. Suppose M is L bits long. The algorithm consists of the
following steps.

Step (i) Initialize the first and the second registers in the state

|ψ〉 = |0〉⊗L−1
1 ⊗ |0〉⊗L

2 . (1)
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Step (ii) Apply the Walsh-Hadamard transform defined as W = 1√
2

∑1
i,j=0(−1)ij |i〉〈j | to

each of the qubits in the first register, obtaining

|ψ〉 −→ 1

q1/2

q−1∑

z=0

|z〉1 ⊗ |0〉2, (2)

where q = 2L−1 and |0〉 = |0⊗L〉.
Step (iii) Repeat the following unitary operations O(

√
q/2) times.

Step (iii)-(a) apply the unitary operator U ⊕
z to the first and the second registers,

where U ⊕
x : |x〉 ⊗ |y〉−→|x〉 ⊗ |y ⊕n x2(mod M)〉, giving

|ψ〉 −→ 1

q1/2

q−1∑

z=0

|z〉1 ⊗ ∣
∣0 ⊕L z2 (mod M)

〉
2
, (3)

where ⊕ is XOR operation, which is the addition modulo 2.
Step (iii)-(b) rotate the state |b〉2 in the second register by a phase of π radians.
Step (iii)-(c) apply the U ⊕

z to the first and the second registers again, giving

|ψ〉 −→ 1

q1/2

q−1∑

z=0

(−1)
δ
b,z2(modM) |z〉1 ⊗ |0〉2, (4)

Step (iii)-(d) apply the W ⊗L−1 transform to the first register.
Step (iii)-(e) rotate all the states |z〉1 except state |0〉1 in the first register by a

phase of π radians, namely, |z〉1 −→ −(−1)δ0,z |z〉1.
Step (iii)-(f) apply the W ⊗L−1 transform to the first register again.

Step (iv) Measure the resulting state in the first register and thus get the solution z1 (z2)
to the equation z2 = b (mod M) with a probability greater than 0.5. Repeat the
algorithm again, we can obtain the other solution z2 (z1) to the equation z2 =
b (mod M).

So far we have proposed a quantum mechanical algorithm for solving quadratic residue
equation. The main cost of the algorithm depends on the calculations of quadratic residue
modulo M and the number of iterations. Mathematically, z2 (mod M) can be computed by
a reversible gate array [13, 14]. Asymptotically, the best result for gate arrays for multipli-
cation is the Schönhage-Strassen algorithm [15], which needs O(k logk log logk) gates to
multiply two k-bit numbers for integer multiplication. However, Schönhage-Strassen algo-
rithm operates well only for large k, while for small k, it does not scale well. For small
numbers, the best gate arrays for multiplication essentially use elementary-school longhand
multiplication in binary, requiring O(k2) time to multiply two k-bit numbers. Thus the im-
plementation of z2 (mod M) in the present algorithm requires O((L − 1)2) time with this
method.

The success probability of the present algorithm depends on the number of iterations.
Chen et al. [16] have proved that the upper bound on the required time of iterations is

R ≤
⌈

π

4

√
N ′

M ′

⌉

, (5)

where N ′ is the total number of the initial states and M ′ is the number of the marked states.
That is, R = O(

√
M/4) iterations must be performed for obtaining the solutions to the equa-

tion z2 = b (mod M) with high probability. In addition, in the present algorithm, multi-qubit
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controlled phase gate operations are required to be performed during the iteration process.
Up to now many schemes have be presented to generate multi-qubit controlled phase gate
using different physical systems, such as cavity QED system [17–25], linear optical sys-
tem [26], NMR system [27], Josephson charge qubits in superconducting circuit [28], ion
trap system [29, 30], and so on. Therefore, the iteration process can be efficiently imple-
mented. The computing complexity of the present algorithm is O(

√
M).

We now use this quantum algorithm to solve another problem—prime factorization prob-
lem. To factor an integer N , we shall use quantum computation to solve an equivalent prob-
lem.

Theorem 2 Suppose N is an L bit composite number (N = p · q , both p and q are odd
prime numbers), and z is a non-trivial solution to the equation z2 = 1 (mod N) in the range
1 ≤ z ≤ N , that is, neither z = 1 (mod N) nor z = N −1 = −1 (mod N). Then gcd(z±1,N)

are nontrivial factors of N that can be computed using O(L3) operations.

Proof For the quadratic equation z2 = 1 (mod N), let N = p · q with gcd(p, q) = 1, we
have

(a)

{
z1 = 1 (mod p),

z1 = 1 (mod q),
(b)

{
z2 = −1 (mod p),

z2 = −1 (mod q),

(c)

{
z3 = 1 (mod p),

z3 = −1 (mod q),
(d)

{
z4 = −1 (mod p),

z4 = 1 (mod q).
(6)

In each case z2
i = 1 (mod p) and (mod q); so each zi satisfies z2 = 1 (mod N). By the

Chinese remainder theorem, each set has a unique solution (mod N ). From (a) and (b) we
obtain

z1 = 1 and z2 = N − 1 (mod N) −→ trivial solutions, (7)

and from (c) and (d) we obtain

z3 = a and z4 = N − a (mod N) −→ nontrivial solutions. (8)

Therefore, we have

(a + 1)(a − 1) = 0 (mod N), (9)

obtaining
{

gcd(a − 1,N) = p,

gcd(a + 1,N) = q.
(10)

By virtue of Euclid’s algorithm [31] we may compute gcd(a − 1, N) and gcd(a + 1, N).
Thus we obtain the nontrivial factors p and q of N , using O(L3) operations. �

As mentioned above, we can compute a factor of N if we can find a nontrivial solution
z′ �= ±1 (mod N) to the equation z2 = 1 (mod N). The whole algorithm for factorizing is
described as below.

Step (i) Initialize the first and the second registers in the state

|ψ ′〉 = |0〉⊗L−1
1 ⊗ |0〉2. (11)
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Step (ii) Apply the W ⊗L−1 transform to the first register, obtaining

|ψ ′〉 −→ 1

q1/2

q−1∑

z=0

|z〉1 ⊗ |0〉2. (12)

Step (iii) Repeat the following unitary operations O(
√

q) times.
Step (iii)-(a′) apply the unitary operator U ⊕

z to the first and the second registers,
giving

|ψ ′〉 −→ 1

q1/2

q−1∑

z=0

|z〉1 ⊗ ∣
∣0 ⊕L z2 (mod N)

〉
2
. (13)

Step (iii)-(b′) rotate the state |1〉2 in the second register by a phase of π radians.
Step (iii)-(c′) rotate the state |1〉1 in the first register by a phase of π radians.
Step (iii)-(d′) apply the U ⊕

z to the first and second registers again, giving

|ψ ′〉 −→ 1

q1/2

q−1∑

z=0

(−1)δ1,z (−1)
δ1,z2(modN) |z〉1 ⊗ |0〉2 . (14)

Step (iii)-(e′) apply the W ⊗L−1 transform to the first register.
Step (iii)-(f′) rotate all the states |z〉1 except state |0〉1 in the first register by a

phase of π radians.
Step (iii)-(g′) apply the W ⊗L−1 transform to the first register again.

Step (iv) Measure the first register. Therefore, we can obtain the nontrivial solution z′ to
the equation z2 = 1 (mod N) according to the measurement result.

Finally, we compute gcd(z′ ± 1,N) and thus get the two nontrivial factors of N . Here we
should point out that the proposed algorithm for factoring is not a polynomial time algo-
rithm, such as Shor’s factorization algorithm [1], it is only a quadratic speed-up algorithm
compared with classical algorithm.

In summary, we have proposed a quantum mechanical algorithm for solving quadratic
residue equation z2 = b (mod M). The classical algorithm to this problem requires O(M)

calculations for finding the solutions to the quadratic residue equation z2 = b (mod M),
while the present quantum algorithm only needs O(

√
M) calculations, proving a quadratic

speed-up. As an application of this algorithm, we show that the prime factorization problem
could be solved by using the proposed quantum algorithm. The essential idea of factor-
ization is to find a non-trivial solution z′ to the equation z2 = 1 (mod N). By computing
gcd(z′ ± 1,N) based on Euclid’s algorithm, we can get two non-trivial factors of N . The
implementation of the algorithm would be an important step toward showing the strong
power of quantum computer.
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